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Hype Cycle for Cloud Security, 2021

SaaS Security

Expectations

Confidential
Computing

CIEM

Security Service Edge =

Cloud-Native Application _
Protection Platforms

Chaos Engineering

Posture Management

Saas Management Platforms
| SASE

//Security Rating Services
_—CS8P-Native DLP

- Cloud Data Backup

Multicloud KMaas
Private Cloud
Computing

S

Multicloud Managed
Services CASBs

_Serverless Function
‘/

Security |
Hardware-Based | /

Security
. Cloud Workload
Protection Platforms

™ Identity-Based Segmentation

Immutable
Infrastructure

_ SaaS-Delivered
1AM

| Enterprise Key Management
CSPM

Cloud Data Protection | Container and Kubernetes Security
Getaways

Peak of ZTNA
Innovation Inflated Trough of Slope of
Trigger Expectations Disillusionment Enlightenment

Cloud Management
Platforms

EDRM

P

Cloud Application
Discovery

Plateau of
Productivity

Plateau will be reached:

() less than 2 years

Time

@ 2to5years @ 5to10years A more than 10 years () obsolete before plateau

As of July 2021
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