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* The Future of Network Security is in the Cloud
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* Cloud Security Becomes ... Just Security
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. Metarget - meta + target @®Unwatch v 5 W Unstar 162 31 TR
* https://github.com/brant-ruan/metarget

. RERIZRFIE: metarget cnv install cve-2016-5195

« Z#DockeriFiE: metarget cnv install cve-2019-5736

« L#KubernetesiFild: metarget cnv install cve-2018-1002105

Kubemetes

EsubPath SRR L

Kuberetes ELEIKub

RETURIEF

Docker/runc

Docker/containerd

Kata containers

Docker:sock

Name Class Type CVSS 3.x Status . / coo g o au t 0 esca p e

cve-2018-15664 docker container_escape 75 u

cve-2019-13139 docker command_execution 8.4 (V] e i

cve-2019-14271 docker container_escape 9.8 (V] Goipescape

cve-2020-15257 docker/containerd container_escape 52 @ . ;: B— e

cve-2019-5736 docker/runc container_escape 8.6 (V] backdooe pod . J—
cve-2021-30465 docker/runc container_escape 76 G Kubemnetes Eisis
cve-2017-1002101 kubernetes container_escape 9.6 (V] bt i
cve-2018-1002105 kubernetes privilege_escalation 9.8 @

cve-2019-11253 kubernetes denial_of_service 75 (V]

cve-2019-9512 kubernetes denial_of_service 75 (V]

cve-2019-9514 kubernetes denial_of_service (V]


https://github.com/brant-ruan/metarget

w1715 (workload)
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- macro: container

msg event_type process user cpu_ process._len container_name condition: (container.id 1= host)

. - Ks_data-dispatcher_data-cispatcher-
o IR T o102 bash abo 0 4 i X

- rule: New madvise System Call
2 0204 stbipgthon_abe 1ot 0 10 Kos-actondspachersciondipatcrer- desc: >
Detect new madbvise in container.

— rabelbin . Kes_zookeeper_zookeeper- ition:

7 [REIRHIT gk 01-03 fabeibinish oot 0 2 1 defauit_99g8eact-85¢. condition: g ica” i i
e E——— . evt.type = "madvise" and evt.dir=> and container

" IRHHECPURS 0101 Jpause  root 100 5 e output: name=%proc.name exe=%proc.exe user=%user.name cwd=%proc.cwd

exeline=%proc.exeline pid=%proc.pid ppid=%proc.ppid
ctr_name=%container.name ctr_id=%container.id
image_name=%container.image image_id=%container.image.id
priority: INFO
tags: [container, nsfocus]
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KubeEdge
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KubeEdge

27 #£hH

P

DEEIE—: MERNSITE T
PHEKIEZ: DENRFIDES
Github§#i%:
https://github.com/kubeedge

. OpenNESS

Open

OPEN NETWORK EDGE SERVICES SOFTWARE

28] Intel

PE:

PRIKE—: ZENLEITE
PRKEZ: BETHRIDE
Github§§#%:
https://github.com/open-ness
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») Some takeaways
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Cloud Native Security Standards
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