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Isolated by namespaces
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Limited by cgroups Victim
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native container

Malicious
native container

Victim

1
|
|
1
|
! native container
:
native container :
1

2.Victim cannot do ‘ 1.Malicious
meaningful tasks operations

Docker default seccomp Docker default seccomp
Abstract Resources are

ON) ke rne I resources exhausted

OS ke rn el No bugs, all security

restrictions work
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Attacking results

Process PID idr Can not create new process
Memory dirty ratio O performance down for over 90%
Storage Inode, nr_files Operations requiring open-new-file
fail
1O pty count, , netns_ct- New SSH connections are rejected
>count

Security and /dev/irandom /dev/random reading is suspended
protection
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Operation Abstract resources Attacking results
system

FreeBSD dsl_pool->dp_dirty total IO performance down for 46%
vnhode Reach the maxvnodes limit
Fuchsia kMaxHandleCount Whole system crash
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15



\

o MM MMBR BT, AU =T EHNENZEREINE

o 1t Fil n] 2% fE
o ISR N B AR AR £, A S B (1 4 B AL (-] Alibaba Cloud

o WAV TR R GTIREAT LR, Wz TEH_EAREENIE
o BHMIERG A LHI)HE

Abstract Local |V1 Attacking results
resources

PID idr Y Fork fail, victim container is evicted
dirty ratio Y Y Y - Y O performance down for over 90%
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nr_files Y Y Y Y Y Operations requiring open-new-file
fail

pty _count Y Y Y New SSH connections are rejected
netns_ct->count Y Y Y Random packets dropping

random entropy Y - Y - /dev/random read blocked
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Pricing Details
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e First user pays, other users use for free 2. WHEBEER, ARRE—THImemcy, AFITEAE,
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o fifirst useriB R, THEASEHE 7AC
o FHIUEHE LI G Rimemeg W 7[R il
L e e st e tep 1: ds a 1GB file. tep 2: Restart container.
e DockerXfpage cache W 17 it H i ik 4 % Siep I: Userreads a 1G5 Tle Agczzsfileeviitioj’?ghaal:;;?r:g.

e We reported, Docker didn't fix

Memory 7 7%
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v v
if _______ A
User memcg0 | memcg0 |
L S ~
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[ Malicious pod

l o @ Attacker’s pod allocates Posix
locks by fcntl() syscall.

[ Guest kernel

@ The guest kernel forwards the

(2] request to virtio-fsd daemon.
| memcg Host machine
@)@ © virtio-fsd allocates Posix locks
on the host machine.

e @ Missing-charged lock objects

lead to memory exhaustion.
Host kernel
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Container Runtime Components
(Kata runtime, virtiofs-
daemon/firecracker-containerd/...)

Device Emulator

MicroVM
3T F AL 05 % 03 98 T T B0 B B8 o i 8 BRI e =]
EERBEERIZHT (nalicious user)Eﬁ—ﬂﬂb%k?F/* . Host User
Were R BTG ENLN X, B8 EAL AN KR 58 O M1 2 ge —
Guest syscall —-> host syscall ost Kernel Components Host Kernel
° ) (KVM/vhost-net/...)
e Guest syscall -> host kernel function

e Container management request —> host syscall

XL 1’E§§7i (Operation forwarding) E2i&iHE4H?
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Atta cker ................................................ ._

v

Malicious | —— Container Runtime
Container Components
Guest User
Guest Kernel
Fron.t-end —————— -+ — =+  Device Emulator
Driver
Host User : i
! delegate workloads exhaust host : trigger hpst bugs &
| on kernel threads resources | exhaust hqst resources
: | H
! ] H
Host Kernel N Kernel Resources and
Components Threads Vulnerabilities
Host Kernel

--------- * Attacking strategy @
— — —» Attacking strategy @
— - — » Attacking strategy €@
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) X . Malicious
e ffKata ContainersH#iH T: KB Eerootfs, volume Biibaloiar @ The guest open()
Mg EVLILZ 2B BN A, R E B E ML runCE 4% is forwarded to
H Guest User 1Guest open()~ \ the host open()
e Virtiofs) &N H Guest Kernel \ via virtio channel
L \
b —
P Iﬁjﬁﬁg/ﬁfg Virtiofs Driver |V|rt|c:) Virtiofs Daemon
e Guest open —-> host open \ (Run as root)
° \Q/Hirtiofs daemoniHFEHsupplemental group® & root \*Hostopen()
Host Kernel (2] inode_init_owner():’ """""" """'"""‘:
® IQEI_:I/EZ 1] check _iS passed, ! inode init owner() !
o VP — I P AE B — A BATSGTDAL FLJR Froot 4 tle gAINS the BOSE o cooscommevmeseesees!
) AT P AT S root SGID.

o [ S KE LA 16 iR
e M\Red Hat3ffd—4CVE-2022-0358

e Virtiofs daemon drops root group



Trigger Func | HostFunc | ____impact

Virtiofs daemon escalation open() open( 813 B SGIDITETHTSCH; 12X
Firecracker-containerd (1) CreateVM() chown() & creat() Chown hostB3®, B5%host3{4; 12
escalation N aEkDoS
Dirty memory attack(K) (1) write() write() Victim |O48E T F%93.4%

Dirty memory attack(F) (2] write() write() Victim |IOT4B8E T #%86.7%
Nf_conntrack table attack(K) ® connect() tap_sendmsg() Victim 55.0%E 83 ; Nginx RS &=
z=l:)
Nf_conntrack table attack(F) (D) connect() sendmsg() Victim 60.0%E8Z; Nginx RS &EE
EHTJ
Vhost-net attack (3) sendmsg ()/recvmsg() handle_tx()/handle_r &RKIXEYTEIMNAEL
X
KVM PIT timer attack (3) outb() pit_do_work() Victim CPUMEBE T PE75%



CSAEIT & |

o FE 4 ¥micro—VM container I #H X d7-0peration forwarding attack
o RAMEWI At 1 B kA 1 5 =T IE B 1 2 4 5 T
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practicality

o 7o Y A N Y 2 i 45 it

Attacks are Forwarded: Breaking the Isolation of MicroVM-based Containers Through Operation Forwarding,
USENIX Sec’23
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Kubernetes 58 XL 100% HIM e B K #iapi-server, &5 HIPH S

Market Share of Kubernetes ISE
I/ _________________________________________ \
Current Customer(s) Market Share Employee Range Ranking | ku be_scheduler/ :
| .
52,813 98.54% 20 - 49 #1 ! Control plane kube-apiserver etcd/controller- | |
| manager :
| I I
I - o |
END USERS NON-END USERS | ¢ Third-party apps 1
| [
: Random Random :
(o) (o) (o) (o) I component component |
64% 25% 49% 20% | P i |
Using in production Piloting / evaluating Using in production Piloting / evaluating : |
| DaemonSet DaemonSet DaemonSet DaemonSet :
: 1 “ee n . 1 eee n |
P RN i g (e "/
g T EQUINIX HE O | e e SSSSe =4
I | 1 | | 1 I
METAL" : :
: Pod Pod :
)5 KuBERMATIC ‘ Red Hat : :
| |
| Worker node Worker node |
| |
@WE SUSE I puzl.cloud ' Data plane )
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Control plane Steal the cluster — strategy @ )
admin permission — - = strategy @ |
strategy © |
_________________ > kube-
apiserver

| 3

Critical e — | — . — . — . —. Critical
component A Hijack critical DaemonSet A Hijack critical component B
Attacker-controlled
Worker node component of component of Worker node
the same app worker node another app
Third-party app A Third-party app B
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App name CVEID Excessive permissions
CubeFS 2023-30512 get/list secrets
OpenKruise 2023-30617 get/list secrets
list/patch nodes
Kubevirt 2023-26484
get/list secrets
patch nodes
Fluid 2023-30840
get/list secrets
Kubewarden 2023-22645 get/list secrets
| escalate/bind verbs of clusterroles
Open Cluster 2023-2250
Management escalate/bind verbs of clusterroles,
get/list secrets
Clusternet 2023-30622 * verbs of *.* resources
OpenFeature 2023-29018 list/update verbs of clusterrolebindings
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e Z Fl|Google %4 Bounty

Google

Bug Hunters About Report Learn Leaderboard

SP...@GOOGLE.COM 28.04.2023 | 02:56 | #9

** NOTE: This is an automatically generated email **

Hello,

Google Vulnerability Reward Program panel has decided to issue a reward of $1337.00 for your
report. Congratulations!

CSAMITE |

Vendor App Excessive permission | Report channel Report status
Calicgol\llitz;work patch nodes/status
Config Connector get/list secrets
delete pods
Google Google Bug ;
GKE Hunters Confirmed
Anthos )
get/list secrets
Amazon VPC CNI update nodes
Tetrate Istio ;
Anl;izson Distro get/list secrets AWS Security Confirmed
Upbgggsdsé,:gliqv:rsal get/list secrets
Secret store li .
CSl driver get/list secrets l?lcros_oft
ecurity
Azure AKS . . Response Confirmed
Azure Policy get/list *.* resources Center
get/list secrets
F;\;I%Ti?cg;?nugs get/list secrets
get/list secrets
CSI Volume Plugin get/list secrets
Noﬂjt:&r&%ls m * verbs of nodes
. Alibaba Security
CQ'L%aR?:K Flannel patch nodes/status Response Confirmed
Center
update/patch
Terway nodes
Nginx Ingress list secrets

ALB Ingress

get/list secrets

MSE Ingress

get/list secrets

CloudMonitor
Agent

get/list * resources
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o RIT T =MIREGERE, LW THNNBNNDHIRE
o XI51/153 CNCF projectsFEI ENRE ) fA

o RMFAIBNAR] mEAENENREIR
o X158/ CVELLK Google Security Bounty

Take Over the Whole Cluster: Attacking Kubernetes via Excessive Permissions of Third-party Applications, ACM
CCS 23
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