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* https://cloudsecurityalliance. org/artifacts/defining—shadow-access—the—emergin
g—iam—security—challenge
* https://csrc.nist. gov/pubs/sp/800/207/final

* https://cloudsecurityalliance. org/artifacts/zero—trust—principles—and-guidance

—for—iam/

* https://cloudsecurityalliance. org/cloud-security—glossary

* https://cloudsecurityalliance. org/artifacts/confronting—shadow—access—risks—co

nsiderations—for—zero—trust—and-artificial—-intelligence—deployments

* https://cloudsecurityalliance. org/artifacts/ai—resilience—a—revolutionary-benc

hmarking—model—for—ai-safety

*  https://cloudsecurityalliance. org/artifacts/principles—to—practice-responsible

—ai—in—a—-dynamic-regulatory—environment

© 2024 =27 AR KX RBUTH 14


https://csrc.nist.gov/pubs/sp/800/207/final
https://cloudsecurityalliance.org/artifacts/zero-trust-principles-and-guidance-for-iam/
https://cloudsecurityalliance.org/artifacts/zero-trust-principles-and-guidance-for-iam/
https://cloudsecurityalliance.org/cloud-security-glossary
https://cloudsecurityalliance.org/artifacts/confronting-shadow-access-risks-considerations-for-zero-trust-and-artificial-intelligence-deployments
https://cloudsecurityalliance.org/artifacts/confronting-shadow-access-risks-considerations-for-zero-trust-and-artificial-intelligence-deployments
https://cloudsecurityalliance.org/artifacts/ai-resilience-a-revolutionary-benchmarking-model-for-ai-safety
https://cloudsecurityalliance.org/artifacts/ai-resilience-a-revolutionary-benchmarking-model-for-ai-safety
https://cloudsecurityalliance.org/artifacts/principles-to-practice-responsible-ai-in-a-dynamic-regulatory-environment
https://cloudsecurityalliance.org/artifacts/principles-to-practice-responsible-ai-in-a-dynamic-regulatory-environment

	序言
	摘要
	什么是影子访问？
	零信任概述
	为什么存在影子访问？
	零信任原则可以如何减少影子访问
	GenAI、LLMs等技术概述
	AI、GenAI、LLMs和影子访问
	全面的清单、变更管理和运营控制
	数据访问的可见性、可控性和合规性
	授权和治理框架
	多模态数据的细粒度访问控制
	向量嵌入的访问控制
	非结构化内容的数据分类
	身份验证和负责任使用
	内容适宜性和授权
	防止个人信息和机密数据泄露

	结论
	其他资料

