Cloud

baﬂ Ubﬂ security
IONgalliance ®

O G

KubernetesXB&45:0

ZHEE TR



CSAFHTS |

> KubernetesfgZEX &

E § > Kubernetesi &iFiR

CONTENTS



CSAFHTS |

( I Kubernetesf XX p&



Bt & A Alima sl Kubernetes ER ARHIIXBE CSAHT &

30%
Vulnerabilities

28%
Misconfigurations/exposures

25%
Attacks

Failing compliance (SOC2, PCI, HIPAA, etc.)
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KO1

Insecure Workloads
Configurations

* App processes should not run
as root

+ Read-only filesystems should
be used

* Privileged containers should
be disallowed

MR (E
i/IME root BERHIUEN, BT A Ba N AE e X HYHE UID
0 HFIia17, Htzyamls3iff,

- {§iH] OPA Bjj 1k TAE S BiAC B B IR
RS N IZ1T pod RS 1% pod AT LAYI A FALAY B I
FINZDIRE. N T iR pod, OPA Gatekeeper #E A#%
Hill2s 1Y .rego SXAFRALTF
packagekubernetes.admission

deny[msg]{ c:=input.containers[_]
c.securityContext.privileged
msg:=sprintf("Privilegedcontainerisnotallowed:%v,sec
urityContext:%v"[c.name,c.securityContext]) }

far tH NOZER LT DA RN
Errorfromserver(Privilegedcontainerisnotallowed:alpi
ne,securityContext:{"privileged":true}):errorwhencrea
ting"STDIN":admissionwebhook"validating-
webhook.openpolicyagent.org"
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- Kubelet PHEAINIELE
kubelet ) HTTPS s HIPFE1EK, WREH
Conitiol plane Workers SCEARACE R B Y IE 7 IE 4, NI B4
1HXK, KT H P4 system:anonymous
Ingress _ _ H system:unauthenticated, [3zf] kubelet BJ{E
Container registry  FRALMFTE __anonymous-auth=false, Kube-bench

u kube-proxy ® POST
Controller e GET

kubelet ﬂ e PUT

K8 0
Scheduler AF’SI n U7 * PATCH
Misconfigured Cluster e DELETE

|ctcd ﬂ’ Hog Components . eted

App1 A {58 etcdctl snapshot save apS MWiEEIERER R+
ot JRENIRAR, F keyspace M SENDPOINT fRS5EHIZ!
Istio App2 b A4 snapshotdb F3REVREBAYF1 :
ETCDCTL_API=3etcdctl--
endpointsSENDPOINTsnapshotsavesnapshotdb
« kube-apiserver
Container runtime 1E kube-apiserver {4 RG--tIs-cert-
file=[file]f0--tIs-private-key-file=[file] /S TLS.
0S « CoreDNS
XJ CoreDNS USRI E
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+ ClusterRole % iHFRE

BELEXT pods H1TEIEE. BEFEUMIFRE(E, RigS
FEUFLAT A
apiVersion:rbac.authorization.k8s.io/v1
kind:Role Metadata: namespace:default
name:pod-reader Rules: -apiGroups:[""#"" & '~
¥ APIZE resources:["pods"]
verbs:["get","watch","list"]

Role-Binding
apiVersion:rbac.authorization.k8s.io/v1

iACkind:RoleBinding Metadata: name:read-pods

namespace:default Subjects: -kind:User
name:nigeldouglas
apiGroup:rbac.authorization.k8s.io roleRef: kind:Role
name:pod-reader apiGroup:rbac.authorization.k8s.io
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« Native Controls

'v‘ll{Ui—

. Nmy ntrols

(Net kl—’ icies)

¢ Service Mesh

« CNI Plugins

« Istio Authorization Policy

LEE RS ZERIAL/EORE, LIRMIR
SRIRSS PSR RRISMERIRSSRURE -

« CNI

FTEMKRERE (L3/L4) NetworkPolicy
aN(IE

BB T BT app=frontend BYim PRI/
{NEEEA TCP:80 Bt A IXE RS :

apiVersion:"cilium.io/v2"
kind:CiliumNetworkPolicy Metadata: name:"4-
rule" Spec: endpointSelector: matchLabels:
app:frontend Egress: -toPorts: -ports: -
port:"80" protocol:TCP
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e Prometheus
e G@Grafana
 Falco

« Kube APIEIJU
;R*I:Iﬂr]}_‘_ HBEFIER:
apiVersion:"cilium.io/v2" «Bl3EFNIHER
pod, Hﬁ . M'B%\ T?Fl&*ivo
- B, FFFOMIBR ConfigMap Bk

Container registry

Kubernetes Events
¥ e secrets,

a2 TR AFTHEER.

+ Operating System Logs
» Cloud Provider Logs

+ Network Logs
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HENEIES OPA
APIEKIAMS TS BAD IEIEFIIRAY
apiVersion:apiserver.config.k8s.io/v1
kind:AdmissionConfiguration plugins: -
name:lmagePolicyWebhook configuration:
imagePolicy: kubeConfigFile:<path-to-
kubeconfig-file> allowTTL:50 denyTTL:50
retryBackoff:500 defaultAllow:true

P PRI
kube-mgmtiSEEEH S FIfF It iRE--enable-
policy=falseZZFAZREE, EERFFRILABITER

MREEZERZUE . --enable-data=false

BTN : ConfigMaps FREEATFAREIE

condition:(ka.req.configmap.objcontains"aws
_access_key_id“ or ka.req.configmap.
objcontains” aws-access-key-id“ or
ka.reg.configmap.objcontains” aws_s3_access
_key _id“ or ka.req.configmap.
objcontains"aws-s3-access-key-id"or
ka.req.configmap.objcontains"password"or

ka rea.confiemab.obicontains"'vpassnhrase")
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Secret
L A
Mz

ANnagement

¢ Encrypt secrets at rest

+ Address Security
Misconfigurations

¢ Ensure Logging and Auditing
is in Place

£ etcd HAINEE Secret ¥HilR

Bl/%2 EncryptionConfiguration BENX &
IRAY7 -
apiVersion:apiserver.config.k8s.io/v1
kind:EncryptionConfiguration resources: -
resources: -secrets providers: -aescbc:
Keys: -name:key1l
secret:<BASE64ENCODEDSECRET> -
identity:{}

- FREZLEERR

FrEIRS KRR RRIF R
1)V

B AP ZE IBHEE X AIRSIKF
BFRAE(EHadmin, default,
apiVersion:rbac.authorization.k8s.io/v1
kind:ClusterRole Metadata: name:secret-
reader namespace:test Rules: -
apiGroups:[""] resources:["secrets"]
verbs:["get","watch","list"]

SICHEMEIT: EATVERIE (stdout)

BRI
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Control plane Workers ° 1&%@
* API

Container registry « 2FA

N — -« WERZFIAULESHD.

Ingress

Controller
kubelet
K8s
Scheduler
API E
Broken
etcd Pod Authentication
L Appl .
« Avoid using certificates for
end-user authentication
Istio App2 ¢ Never roll your own

authentication
¢ Enforce MFA when passible

¢ Don't use Service Account
tokens from outside of the
. : cluster
Container runtime
* Authenticate users and
external services using
short-lived tokens

0s
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« |mage Integrity
« Image Compaosition

« Known Software
Vulnerabilities

’ %ﬁ‘%ﬁ i

Crypto mining
 Embedded secrets
* Proxy avoidance
* New registered domains
* Malicious websites
* Hacking
Dynamic DNS
: ﬁziﬁ;&% Kubeview
A EREE. RS, FABTEE (PvC)
FEZ EKHRR.
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Components

s kubelet
+ eted

o kube-apiserver

Container runtime

0OS

s Ksséﬂﬁaﬁﬂ CVE Feed
CVE-2021-25735

e (CVE-2020-8554
e (CVE-2019-11246
e (CVE-2018-18264
1B Kubernetes {{ERIREI T4
454
 Linux Kernel;&gis Falco
o AaniafTh N Falco



-~ smpal/oud

oA .
LIM WUGIT security
GREATER CHINA REGION affjiance ®

.‘:}-"@*y — =

L @) Z5FH

NSFOCUS ANESEC TECHNOLOGY
SREIFFX




	幻灯片 1
	幻灯片 2
	幻灯片 3
	幻灯片 4
	幻灯片 5
	幻灯片 6
	幻灯片 7
	幻灯片 8
	幻灯片 9
	幻灯片 10
	幻灯片 11
	幻灯片 12
	幻灯片 13
	幻灯片 14
	幻灯片 15
	幻灯片 16
	幻灯片 17

