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8295 (8-bit)

a. BRI (SPA)
SPA HL3CH AW R B LU SR E R, OB AL AT IR RO A X
b 4TI I B LA NE &S

AH K% SPA RIJE, B2il3TH S HI2SH) TCP &R, W R IH| 81 E SPA IR EVEE
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12T Sk & ST mTLS 82 T 75 10U B A AAIE
FEF UDP 1) DTLS J& —AMZ &Rz, KA UDP & — N EEEDML.
¢ &3 (I SDP) EXRHEE

AR S AH RIE B % AR BB IEAE B AR, I KA 9 TEER T AH B SDP.
THER, AH BEREREE A REAHE AH B 5 B IRFIGEESE, DUERSH] 8 U AIE.
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SR T LI T % AH 215 ID FER G H AP . JSON FE A Bl i T«

{ “session_id” : <256 bits>, “credentials”: { “session_id": “0x1234...”“credentials”:
[“spa_encryption_key”:<64 bit>, [“spa_encryption_key”:"aldskf...”,

“spa_hmac_key”: <64 bit>, “spa_hmac_key”: “asldjf...”,

“tIs_key”: <file contents>, “tls_key”: “tls_key”,

“tls_cert” <file contents> “tls_cert”: “tls_cert”

] ]
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A — AN E 1P il (FEAE AH 2 — A SDP ISR I i 2 B AP L) o 55 ] REd i 17
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name FBUFRIR AH BT ORI AOIR ST, AN AT 1P dthik.

JSON #3058 SCH e 55 H 20

JSON MFEUnF -

N

{“services”: {“services”:

[“port”: <Server port>, “id”: [“port”: “443",

<256-bit Service ID>, “address”: “id”: “123445678",
<Server IP>, “name”: <servicename> “address”: “10.2.1.123",

“type” : <protocol type tag> “name”:“Marketing Web App”,

] “type”:“HTTPS”

]
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PSR SR BRI B — K, BIInAE F P 4 5 — AT T AR T 6 f A 4%

Toi R 45 2 Hs

d. R R B

A A% 538 6 SR B B AR /R B SR A . Wk sz, A IH 3R [l 218 1D, R
P A8 T RER N SE L R RAE 26 \H 8 aii R, B R e, B 1 4% 2 B R G RALF
A B AR R BR ] o
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I N

{ “session_id” : <256 bits>, “credentials”: {“session_id"”: “0x1234..." “credentials”:

[“spa_encryption_key”:<64 bit>,
[“spa_encryption_key”:"aldskf...”,

“spa_hmac_key”: <64 bit>, “tls_key": <file “spa_hmac_key”: “asldjf...”, “tls_key”:

", ”n H
contents>,“tls_cert” <file contents> “ts_key”, “tls_cert”: “tls_cert”

’ .

e- l&\@ﬁ:‘(‘ﬁ 1%\
Keep-Alive Lk vH S i1 1H B 4% 1 8% A8 LR IR T34k TR 2R

Jeks e 1R

f.IHREHEE

A4S B E A A 2%, DA IH S 45 mT AR 55 10 91 38 DL S AR 40X S8 AR 45 1 AH 11 1P Mtk 5%
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HL/e E.

k%5 1D ¥ H T /582 1H 5 AH JE1E R0 B AR Ss .
JSON #& 3 HA) ik 55 H

JSON 5 A

{“services”: [

{“address” : <AH IP>,

“services”: [

{“address” : “10.2.1.34”,

“id”: <256-bit Service ID>, “name”:
“id”: “123445678",

<service name>,
“type” : <service type>,

” .

“name”: “FinanceApp”, “type” :

“port”: <Server port>

“HTTPS”,
“port” : “8443” }
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{“IH Authenticators”: {“IH Authenticators”:
IH”: “IH/DevicelD”,

“IH”: <IH/Device Pair>, “session_id”: “session_id": “4562”,
<256-bit IH Session ID>, “hmac_seed”: <256-bit SPA “hmac_seed”: “H###”,
HMAC seed for the IH>, “hotp_seed”: “###”,
“hotp_seed”: <256-bit SPA HOTP seed for the IH>
“id”: [ <array of 256-bit service IDs> ] “id”: [ “123445678", “9012345”
} }
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