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FAESEAR RIS B SARAREL, B e BT S K
R FH A2 5 5t 58 1 B T N s R Mo iz B o 914, V722 XRP (Ripple) 5K
BUARAT — A R VFER 3 S IR o AR — N5 T8 7 XRP KA (Ledger) » &
BT # T BUs 2 AT I i e il —— XM OU R, BT AE W RS A
FIZ — B M AZAU BT IR o %IRRT LU T2 o . A2 m i ¢, REHX
SEHLRI A AN BE L AL B AR 70 SR . 8 2020 52 9 HIIHT 9 R, =K H s

[ XRP #% 56 4275 5

N E=FREF R G R E Lk E

H 3
2019

2019
2019
2019
2019
2019
2019
2019
2019
2019
2020
2020
2020
2020
2020
2020
2020
2020
2020

Ql
QL
QL
Q2
Q2
Q2
Q2
Q2
Q2
Q4
QL
QL
QL
Ql
Q3
Q3
Q3
Q3
Q4

ST
Cryptopia

Coinbene
DragonEx
Bitrue
Binance
GateHub
Silkkitie
Bitpoint
Bitcoins Norway
Upbit
Exmo
Altsbit
Coinhako
Crex24
KuCoin
Eterbase
2gether
Cashaa

LiveCoin Hack

WK EH
1600 JiZEIG

1. 05 127t
100 /5370
470 Ji3£TT
4070 Ji £
1000 Ji3E75
200 J3£TT
3200 Ji% T
RIEFE I
4900 Ji% Tt
1050 JiZE7T
7250 JiZ% TG
R 1
11, 200 3£t
2.81 4¢3t
160 J33£ 70
140 /3370
300 J53£ 7T
R 1
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2. DeFi BERI&

Vs 238 o O R DY O X P 4 B SR A 4, X S DY O 5 BEHCT el T
fi% ;1 (Know-Your—Customer, KYC) S{h%idfs, MIMiBRSMEI AN RIT A . BARE
212 G BT AR LA 2 USRS By, AEURS BA A S AT 7E AN T R e o

Biln:2021 45 H 8 H, SHXIKH Alpha Homora £ R Rari Capital ETH
) “CEREEL” RSB 1000 J3EITTHI R

£ CBRAEA” mBdith, BHEFRImEREEL, MU CBEEL” AFEY
(K15 1) AL PR B VP T . 7 SR04 Rari Capital FIXCH A, %R S5 HomoraBank [ 4%
files 7 —ANHRR R, BVRELEF G RN T AN ibETH Mo e A 2 H oAk
P TAE G AT dYdX INGY ETH K AR N e, AT A BRI,
SREELER R LB AE N R BE £ 1) ETH.

ERNT Rari XF Alpha MBERGEAT 1 8 T, (ELFE H H 1IR3 %R T -

MR CipherTrace BT, BUIEANIR & AATI , BHox X B S fil B0 et 46 %
STHE 9. 94 4238 TT, & 2021 AR N T I8 MR A BU S B ) 90%. X B < b e ALK
VEAT NG INER X PBE G AR DS IJU TR A A R 10 BT, i FEFTR:

2021 £ DeFi A< H) B & B S HUREIE 10 125 7T

DeFi %

HAbHE. HAh %
$371M $387M HibR%
$371M
2019 2020 2021 (1-8 )
BRIAFIR: CipherTrace JIZ 52 ifi 7R
02022 =7 K PR X AU H 11



DeFi BE I ARVET M BB K

$800M
$600M
$400M
$200M
2020 Q1 2020 Q2 2020 Q3 2020 Q4 2021 Q1 2021 Q2 2021 Q3
BRI CipherTrace WA BT 1EIR

8 J1 10 H, PolyNetwork %21 6. 12 {ZF£umBE Kb, XRIEA N IR K
¥ 5 I B AH G K BB Bk . HUAYTY) DeFi A4 AR & 1 DeFi TR, Frid ik
FMEZ . RIRIAE SRR L (Poly Network) MFERIBEN, | S4EHH7E DeFi *F
AL, JHEEXT LTS BT (DEX) IR BEELMIER]. 451, EBHEELA TN
HRyEhl, R BEMBANYUEES L NI, KRR IERI A TR ML, SR
J5 5 %l E A i

ZBRAE T NI R I LR A RGRIE T JVERTA B 4. SR, FEAR & R LN,
REBGFIRIETE 42 2. 35 ALFETCANTE—AN 2L MM, 4T Poly Network FI I
P2 T o XK, WIREA BRI, Poly Network mh it ¥ 4 Mk ANkt o
Rk, FIHMCNLL, ZBE— EIRARUR A .

XA S R BUE AR 1 R Re & 422 AR TR AE T T3 OR AR T B A
AR 2 . B DeFi BRI AVEIT 4R EL 2R A K, DeFi JRAR
T SRR IR . WIS DeFi JUTRIHARASEINE A, RS A LR AT Rl £ N BE KRB I
i Er.
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2020
2020

2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2021
2021
2021
2021
2021

2021
2021
2021

Ql
Ql

Q2
Q2
Q2
Q2
Q3
Q3
Q3
Q3
Q4
Q4
Q4
Q4
Q4
Q4
Q4
Q4
Q4
Q4
Q4
Ql
Ql
Ql
Ql
Ql

Ql
Q2
Q2

Bancor

Bisq

UniSwap

Lendf.me

Balancer

Yearn Finance (emmence)
Opyn

bzZX

Cover Protocol

Cover Protocol

Value: DeFi

Axion

Warp Finance

WLEO

Cheese Bank

Origin Protocol

Pickle Finance

Akropolis

Harvest Finance

Roll (WHALE, RARE, and PICA)
DODO DEX

PAID Network
Furucombo (iouCOMBO)

CREAM Finance + Alpha Finance
(Alpha Homora)

Year.Finance
EasyFi

Eleven.Finance

£

$318, 000
$636, 000

$135, 229

$250, 000

$300, 000

2500 JiZE T
$500, 000

1500 JiE 7T
$371, 000

810 J3Z£7t
440 J33£ Tt
400 J33£7t
600 3£
$500, 000

770 5T
$42, 000

330 I3kt
700 £
1970 Ji3£ 7t
200 7€t
2400 JiZ%£ 7T
570 JiZ& 7T
380 33kt
316 J3Z£t
1400 Ji 7T
3750 Ji%ETT

1100 JiZIt
8100 ¥t
450 FiZE 0

©2022 =T B KX - T A

13



2021
2021
2021
2021
2021

2021

2021
2021
2021
2021
2021
2021
2021
2021
2021
2021
2021
2021
2021
2021

3. 51% ik

Q2
Q2
Q2
Q2
Q2

Q2

Q2
Q2
Q2
Q2
Q2
Q3
Q3
Q3
Q3
Q3
Q3
Q3
Q3
Q3

Alchemix
Bogged Finance
Belt Finance
Rari Capital

Value.Defi (governance
RecoverUnsupported())
Value.Defi (vSwap AMM vSwap
pools)

bEarn

Xtoken

Pancake Bunny
Spartan Protocol
Burger Swap
Chainswap
Chainswap
ThorChain
ThorChain
AnySwap
Bondly
Levyathen
Popsicle Finance

Poly Network

650 Ji 3£ 7T
300 kTt
620 J13£TT
1000 73367t
1000 /37T

1100 /i3£7t

1100 J33£7t
2450 Ji%E T
4500 FiZETT
3050 /33T
720 ikt
80 JiZETT

800 JiZk7t
500 /i 3£ 7T
800 JiZ£7t
790 Fik Tt
590 FiZ£TT
150 737t
2000 3370
6. 111237t

S1%B Nt TAEEUFRH (Proof Of Work) XBREEM)—Fprdy, BI—HEEHIE L%
50% LA _b 2 0 A (B A R A A fgzs i) g BH AT A8 ) A, BRHERIAE R 1) R 58
WAL 5, SEOAE BT (double—spend attack) o — H RAIXFEMN, FEREE

] X BRAESOAR AT AR R TR e o 51% A B0 3 BUR SRR R e 2Rk X BE 15 O

FN44 Y 5 1%H0 52 e o el B 4
©2022 =T B KX - T A
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Krypton
Shift
MonaCoin
Bitcoin gold
Zencash
Litecoin Cash
Feathercoin
Vertcoin
Bitcoin Gold
Ethereum Classic
Verge
Bitcoin SV

3.1 REIBIF

2020 4 8 JJ, ETC & Jj ¥ — IR 51%HI By, &AL 7000 24X REJEH, KLMH4T
ISR H o PUAS T ZE 2L 5 BT 2 BIAC I FE ,  3E R 460 32 TCHIHK o

3.2 2R 51%8T

S1%FI B S B XA e 28 X PR K T L AEAE R . —Fh il 2 P il
(75 UAT CLEREAE 5 i 5e .. — L858 5 T 245 4% 6 MAIA X BRIREEA e VP I B T, JF
Ho— B X HBEIE R AL 5 By IAEREAT, W RTRE 23 R 2 30 ASBUE 2 (AN X BRER
FH L 49% /> Bl 1A 58 22 (A I 18] BT IR AT X HUE A e 7 (B 3B o 3042
GFTA R, BUOSATA 2 RO RAE 1% B

4. ¥

Pyt I A X DR BF N AN ERAR L . TEAE LM 2R By s i o, JUR T ilid
IR AR AR “8 B HAR, B AR E AU R 5 S U,
Yoy E L BUTAE ARG B BAURHARN NS (5 B . MZ gt 1 s il g
JWHL, BRI AN

FE TN 2 8] FPOBROR B H L PR R AR A R PR A i G S My AR IR SR A A I il
t, JUARSTINAE ST 2 HOBNETY, A A TRT DA T S 01 R E At AT T B it
M7 HAEAEE R ALK B EAEARE MK
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FENNE BT AR AF B BN Ledger MIMURMEER G, V12 SRR 1t XY i
P, FERR P i A PR S A B R SR AR AT TR 1R o AR, AR A R Bl
FPAG TP ARIRIA, EAAT58 4420 T Ledger FriFA IR AT N 521

0 255e -QE O BN &
Delste Archive Roply ':;V Forward !j Move Junk Rules Read/Unread Clllwlm Fol \?

. Hi %%, You have received a sensitive Document from Kees van

~ Dijkhuizen, Bitonic Exchange

© Linkedin via Kees van Dijkhuizen <noreply@budgett...
T @

You have 1 New Sensitive Document
-
s

Kees van Dijkhuizen

g Never miss another message. Get the Linkedin app.

Dear client,

We regret to inform you that has experienced a securlty breach affecting

tely 57,000 of our customers and that the wallet associated with your e-mail

address is within those affected by the breach.

Namely, on Tuesday, January 12th 2021, our forensics leam has found several of the
Live administrative servers 1o be infected with malware,

At this moment, it's technically impossible o conclusively assess the severity and the
scope of the data breach. Due to these circumstances, we must assume that your

cryplocurrency assets are at risk of being stolen.

If you're receiving this e-mail, it's because you'va been affected by the breach, In
order to protect your assets, please update your 24-Words Phrase and follow the

instructions to set up & new PIN for your wallet,

Sincerely, Support Team

EEP N BF I DL I 4 ) AR 04

o B 7 H AR IR SR AR B AC B P £ SRR £ R

o B AEEING IR ARG RIS ) FT IR £ X

o WA (Reddit. Twitter. Telegram) _ERIMKVEMHAFIA RAIE T HRHLL

BEAT 1 # S
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4.1 RBIFLF

HIRK 2 BN TTRE N 9 N 25 2 £ T 3t R SR VE IR 1) P IS4, (HL I 25 B 1 R A 17
LA N SRRV . o TR BT, BEINEH R asGEE —kA T —
AN T8 0 5 B T R B AR PP R VE A R 4

2020 4 12 H#], CipherTrace Zp#riTiE=ES], ELMERMALXANRTHP S
i 7T I B T AR AL AT 4S9 MetaMask ) Chrome 301 W 2837 Fi8 £ £ i o FO 4R A
WA EFF . VBRI W29 K5 B8 1] maskmehal. Jio, B 5 5 5E [ 2
https[:]/installmetamask[. Jcom. %460 Mk 5E MR | HIER) MetaMask P

L $WHALE 41X AE Medium AR 7 —3CHE, $8-H PR SWHALE B <5 A0k 3
MetaMask, 51 FIKVEMER) https[:]//instal Ilmetamask[. ]Jcom 354 /E M MetaMask %%
AL ITR R, SXA ) R AF S N Ak . IXAR AT RE SR AR MG A T PR &R, R
il TARATR IS — AN T TR S T AR, (A IR AT AT
AR RIS, X8 T R 2 A B KGR e, DR A RIS R 2 8 1o 3 L
AAEE.

5. FIER/IRH I /E

FENNE B A, B R 21558 5 Bt 6 1 P BE il ok, TR RARAERT, ik
F PTG P AR X R RAT RIBN I — A B 44 AT P B A R, W]
RE AR TERE 5 T SL Z VR v RIBF 1) AT e B T30 2 88 1A O B it 97 b3 P SRR
KA.

B SR SRR WA R A BN R R R (IR (A
REHIT. BAR-ELEHHER, HIBHIRRELE 5 C @M SAREIH H &A%
CUBH” D AR, £WERMIBEE. filin, 782020 4 11 H, DeFi K] SharkTron
WEH P52 1B R IR T 1000 T3R8, SRH 7L, 1R SR
FEBH.

=75, R — AR R R e R, W Rl A DeF i iR 43 1R
M, W& (P Frb “dhmeE” , mEE R M Mish 7 4. s
HRIEE SRR G AT IS S 158U . 7E DeFi 1 Compounder. Finance 1 H 243
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H, SEER R A AT I — AN S T IR FHAE 2020 4F 11 AIH IR sk S
1080 Ji It
DeFi JiH Unicats 7£ 10 H4rtBEAT 7 RMARAIES, #ER TR 28t 5i &
AN B SR AR T P R A B e A B . IR R TE O I AE 5 ATl A 2t
W AR, F PR AT &, AT M ERE S . T O R &
FEE A, B WhaleFarm iliHBEE —FE? HAES AR BEIH X HEMEA? HEF
TAIBEHET NS ? P & KR DRIIE R TR AF S AR ? 646 AT I BA TR
JEQIMAT 2 ik T R A I B R A L

5.1 RBIGIF

2019 4EH], M B8 ALIX ¥ QuadrigaCX [ARXERT R FTRE], QuadrigaCX A H /2
IR BRI LR G e 2019 4 1 H 14 H, QuadrigaCX & 7 55— IRAF A1 A A
CEO ANHi /R4 « FBHil (Gerald Cotten) —AN% HHT %t . MhFERIETE QuadrigaCX P
ERAG N ERR, RHIE BN FE — S LR T RE R I 25 1 o RZGFE R Hi TEHE T RIS A% 5
2 PAIF AR A AT T s B AEIR tH A2 5 B a8 31 1 BRI, 3 B0 2% ARG A2 5 B
B M CEO —#EWk T 2 9 H, AHEMEL L, BHIHEA w FrA e 5 i &%
Mg 2] 7 5 — MU . QuadrigaCX H)%27  Sat b A IABA T HRI N3 B T Aeikvr 1) .

761 H 31 HIRZ A Hinkla4 (Nova Scotia) mikBeIEE b, Ml A
ge sk « Bk (Jennifer Robertson) FIx, &G HIRHE KL 2.5 12m76 (1.95
2370 Wl Be M AL E BT . QuadrigaCX % U HENZ2E 5 T Al HT TR 45 48
BEARAC T MU AR B o R BT, P RRTESR ] “ A TTE 4 B v (R R S A 2
D ee” 5 THAFAE [ R

VEBETE uadrigaCX B 5 HE i (1 I B U5 22 7K 22 T 345 T (Ernst and Young, EY)
T 2019 4 6 H kAN 7B Tl . ERaE, BRI ER 2 ok M H % - Bty | CfZE
T AWML AD BE. KEZRHIINE LM A Quadriga G 8 ARHMITE 7E 50 F52
Gy K P o S8 )5, Quadriga %% 7 N B8 MEEAEIXEEE G AL 5y, BAAENEY
U ST N AR IE 4758 5 T P RS 5 Quadri ga (RN 28 B it £ B X TR LA 5 455k D
X T A0t 58 Ty PITUSCH R 1 5 2l T 32 457

A

GAGEFERR, BHIE Quadriga FIH P BN N NEBRATIK P, TR R R A
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FZTF A « DA (Jennifer Robertson) HEAT T KEIEE R ML, AT AR
TEBTIIEY, AN KL, FRIESK T RES ™. MR R A5 s b5 b= . B4
=N U SRR D e AR T, A EZ) 1200 FSARTT.

e, AR T Quadriga 328 SRl o A EORBRIG, X — BRI EAT S T
TSR SR . “Behh, MBI TRRRIR N AR, JF HALF Quadriga
RBEFI R E G M %Ry, DMEAE RSB EM (e g B ISET) I
AR Ah S B 4 A B dfE A% S 45 Hofth Quadriga AR, 7

6. BhR A+

f£ Colonial Pipeline fl Kaseya BB M E 2 J5, BRPAFARS: NIE BRI A LA
AEII T BRI T R e mIUTE, Flaniz ) LR, XEzdmem |k
SRALRUESBERIRE T, BB 3] 2 Sl m] SE i 2 2% 0 B SRR TR R IRE Y, T
BURF BT B IR 52 T SRS it 22 vl -

Revil. Netwalker Al Darkside 582 Hcft B A 55 b 55 (R BRIZEHE K BN B 5 A A1
AT AR R SR B 0 SRR B At VA0 it X e e UE B T 8 R A A S N . 2021
F6H3H, RERNEM. EBEARIC BRI EE, K o E R 24
(BRI IKFR T 2R R s LR 3 « T O i 1% R 48 LA B U B A R R
JEP 5 2 EAE 9/ 11 FAJa e ) A pRaEv i 32 SO LB MRE TR B UGV, FBI H AT IEFE A &
100 22 FhAS [F] (5 A A0 Ao 2R A 1 Lk o

NT RSP R, 5B, 6 A9, RAASIZER REvil BAT, &
CAEH 7 HEERE b, UMERPEUGE B AR 508, A4 SR Bs e M R
ZHEFHP R WHFHRTRER N T REvil FITEREIE, Dl o3 B sl H

B o

6.1 BIRKMAEIARST (RaaS)

75 RaaS BIER T, BRI R AR SHE =500 CBE) &1E, Rt
FERHR L7 AR I % R G« L5 AT e TR R B,
R A I T BAR 5 5 M — R RAT R A 018 1 Lo R B R
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RE1, EARHE B EIFREIZE H AR,

b S BAEM R A R A E R OFRE) a0 . BRI E w3 EU
G VTP S UAL) 22 8] (A T 732408 W 52 RaaS HVER{E 5 . E KL HL RaaS M, T2 E R
(K170 e L9 D9 15-30%, Bt J 23 ] ) 73 R EE 510 0-85%.

6.2 FTHEIRKMF

X PR iRt IR ER BN R BAF I G OGN E BT AR IR . R R R RS
W AR ARG AR, I MR A 7 A RERN I L g S8 A A BB B
AR, REDFRIEZE #, hEEG R, HFEE AR R A . F
AP 2 2 ) AT R 452 2 LRI 7 SEARH IS e RO DR K800 e 5 R0 BR BRI 4 % <] A
BT B2 AT R R SE B R R

T8RS 55 AL XSRS, R A 28 5 B ] AR BE B
B, MEPUEET] (BUEFMTAD REWIBER TR G A IXHEED i TR VB ER AN AR
VBN, G TR R S MINAEASL S Pr. — BRI T A S, ikl
IR DUIE I ZERAE 5 Fr iR 5, Wl P a2 e [ YC ke, mT BLRGAIhE 35 )5 1Y)
N

6.3 Kt F M2 RIRAIREMIE
O3 ) AT DASRHR LA 0 3R A KB B2 1t 2 38 28 A T s Pl 40 35
T 1 Tt L4 -
o LR AL/ NV S HELLETHR, FEAET T R AR AT HE R S
o e —ZAE A R IX R AT 0 BT O SR L A R, AR TN B TR R AR A
i CipherTrace, BREANNE BT M SOAT 4 B2 KT
o RIS L 2 AR
o RGIFIMAEA .
o Ja I H 35 DR OR S5 T DATE SOAS I8 < 2 BTWSUAR IR PT RE 22 O SR BB AL A5 B
o PPAHEAT Bh R B AF ST AR 75 1 S REUE o IS AT Dy m] BE S 305 51 A R T
o HEBEPERITAIR.
2308 Fi it 4 -
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o FLERE MSA o 3 Gl P B A0 1 S BOR BB AL T S A ez o JEIL XM 520, A
N GATT DASE 25 5y SR R B <t AR 5 TR AE ) 5 P R B AT P B 7 5 7
o [ S IEER T IR P SR A .

7. SIM EX#H B 7

FE SIM R Ag#e Bradi vy, BB IAL & TRET B CRLAH AR T I SR A 5 R4 D I
P PR A P 32 T 3 (1 FL U 5 R BB T B STM R CPBRBREE UL o FoRAHED
1SR 55 S O R 2 7 Ak 55 [T BA AT LABRSEEHCRE 5 65 46 4 RGBT STM R B, ATTIR R 173
Ol o T A O L R FEL U 25 2R A S PR IR L T PR B 170 8 8 ) I 26 TR U N B FL
SijE, AR ERE B F I RARZ FE RIS . AR T s 5 Frik ™ o
ORI B T 558 3 R 2 SO L TG (4 A, 38 M DR 2 3 ) % 440 £ 1 A B
MEE X SRS B AT 5% 52 3 3 (S B TR

7.1 SIM RAT#I T ) TAE R

SR S B AT 2 TR T AL A5 ) B0 R, S R AE T
REZS REACT (245 NALIIZIE « BITRENSE:  “WRARE—FFHUE TIE, SN 12
XTI, RIRE NEIR 400 Z£J0, iBRI—iK SIM K, XEERE—EMUNHEBHAS. ”

ST 0, BT R E R IRS SRR, HERILMRI I R E
SR EIVERE 0 SIM .

S STM A8, S AT AN % A SR miim an, [y — EL e i () 4 2
S F, ZEH A BT BT RS . B, AT R AT b
REHHEER, EBI G RN e,

7.2 Biik SIM R BB

BEL 1k STM & 38 it - F P SRt J L AN T RE R, 12 F FAAT T AL A 7 1k 553
FH P AT LA S AN A AT 0 L1 5 A SR AT LA SMS 5% 2l L R Y A 58— PR 3R X XU 3R
B GIE R BB, LA SIM R B3 56 . 7E AT REMITE LR, F P LA B
SEOKI¥) 2FA/MFA [RIZE, ) G T R FH R 17 10U 38 S i SR E, L 2 AR L

BEAt, 2k n] DL R TSR L R O 5 F A PIN. 4. 4= T-Mobile K/
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JrBCA 6-15 A3 PIN. B ik #R A B ORGP, & BUFERSRIEZ PIN U500 T, Toik
M T, B ST Biha 2 kb on, Wi PIN 3k S 3.

7.3 REIFFR

2018 4], — 44 BAMALEFEAR, HARN—% & H MR H R GECT 2380 /3
FKIC. WUEPE—5), MIEAERVFEEBIEHRAR (ATRT) , RGBS IEE 3%
TCLA R YA 2 {2 SE e iR T E GRS . B 2018 SERKTE, BRAEH SIM A #e It RAZ AN
CrowdMachine, —AMEFBALTINMIFIINGE B HAIQIA R, IHETH T HAr A s m, 0
{8 1400 /53670, 1E 2018 4E 7 H, {RIMANEE A 1 3 ZMEEN, i1 E6Ed ST
RAHGTI 500 Ji3RT0. [, INNETTHREE—4 20 B KRR 57 500 J55670. 2018
11 H, #E4 React FIBNEIH T — AWk ) 100 5370l 21 £ 55, fbER T AHIH
RIHA

2021 42 2 7, BRINBIENUAE BRI EH LY (Europol) 14 1 10 N, BRI AdATIE
2020 FEHIA 25 T — RV T 22 F 410 SIM KA He ety , HoA 4535 4 (1 HLIEK
ZN REWE. BREMEEFN. Zh#F it a e 1 2Ecrm st mak s

SIM R A Bk i A = R LAY

o HETH

fn: fRif, REFHIET, RAEEN, REZERPIGRI S 0 25

FHLL, FOARES AR EEN IS, 21, RMERML2ZESHY, K

EHER 27

o RANEALUFRHERSEA Cinlg O FAUE B3 AL, Xt g

SRRV . X IR 4 E L MRS

o TFHLARIM AN G B H A SIM REEAT B

A 3 G SIM 28 ¥ I o 1 FLAt G FH R, 1 U MBI BEHE HLE K% (the

University of British Columbia) P& FA 0] &5 MR 3k

https://www.t-mobile.com/news/press/how-to-fight-account

-takeover-fraud

https://www.ice.com/en/article/d3n3am/

att-and-verizon-employees-charged-simswapping-criminal-ring
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8. BEWH

PR 5 B HT AN AR IR IH B )R ——Bi tConnect /& —/MRAFHIH] To IXAR 7 2.
&K BitConnect Coins (BCC) , #RJFiEIFEEE DT BitConnect Coins *FH
(BitConnect. Co) o HAAME T BitConnect M, i1 —LLdt,, RIFEIE THHK. M
R EFE, X TEZRI MBI E RV, KU AERIFAILHRVE . BitConnect AFRHEER
e 1%, X — R AR SRR R R . X R HMEM (& H BitConnect
() N T B RS 2D 10 B, 3 A% — AN B 5 —— B A AR S A ) 7o 4
TG, BEAARIIHBTT AR AR R . IRTTREAS 2 A5 B FE It e AU 1 V6 30 «

ANHUFTEL, BitConnect #iF & —ANE K /m (Ponzi scheme, MR H:# N 213
TR AJERMBEF MR  RERGIN, BIRRRHREER, EERESR g,
AR K kg, B NS X R AR IR (SRR E0) . 2018
F1H, EERERNIESRZE RS (Texas State Securities Board) [fi%2 m)k Hif5 1k
Ay RHAPEIR ISR, R 1% B A P IS 7 I RE 7 T FE SRIE AR SRR
BitConnect 5[], BitConnect MM k.

b5 IR T S8R : —Fh44 9 BitConnect X (BOCX) F — /CHE o Al —Fh i AR T
KAT (100D [22ik. RAESIEBERA T1F1E4, EAER LB A EM ISR
N SEPREMRIES . BETEEESERA T — A, [HRABEEM TS, 48, BEEDH
KT R AEE S (BT ILEMISL T BitConnect (BCC) MHIN, HIF BCC HIME
B, AR HAR R .

—HEZJEN 2021 £ 5 H, RENEFZ SR G2 (SEC) FHRRFVRL, £ 2 Mk
FREBE R HEALHE 7 BitConnect (¥ TL44 R ASRECYFS o IXAMFIARK, X FLNFEHER A
FEMHRIESR AT, B AR EREM AL LN, SRS AR B T 20 212
FICo

XAREEIESF LSRG (SEC) S—URHR TR MR B T HE4H R R O s 3509 2
S5 S HE KR AT T (9 AN RZIE AR AT S, RUOAIX AT A AT B BE A 5 7E 22 [EE
FA B A AARABYRVAZ BT BitConnect CASFE =42, X —H LRI VR B R
(IEFi%)  (Securities Act) , TLWIXFHT NI KE.
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9. WA

B T A 18 B SO AR 7 B, 38 PR TR TAEARAC IR AR o A i J=) ) B 50 B
AR ——I8 % LA N LA —— Rk B e A& B —NRE € 1k, AR ATIAE AT Fik
IR B WA AR 0 o K L o JEE 0 N TR BIURR, e il 32 T A i, e
AATIAS AT REXS SRUGHEATHEAINE B

SRSV Bl A X A A RGN E BT, B 53l 2 O R R -
(Bill Gates) H(IRFE « M5 (Elon Musk) IXFERIEIFE NN, 735 A 1 B [l 45t
FXHIR . X H R 2 RS ARNS TR BR R ARE,  BliEsed R BRI
BORTERN, HP R EFRARGER, B TR I B k. X285 A
SOIE T AR AL AL N ik 44 1 R SR AR AT AA I )  BEAE

S

sME TO 5( VAY — 3\ =~
ME TO 5000 BTC GIWEA SPACEX
BACKBONUSSYSTEM

IF YOUSEND 0.1+ BTC, YOUWILLBE AIRDROPPEDD.2+ BTC BACK

IF YOUSEND 0.5+BTC. YOUWILLBE AIRDROPPED 1+ BTC BACK +10% BONUS
IF YOUSEND UWILLBE AIRDROPPED 2+ BTC BACK +25

IF YOUSEND 5+ BTC.YOUWILLBEAIRDROPPED 10+ BTC BACK «4
IFYOUSEND 10+ BTC, YOUWILLBEAIRDROPPED 20+ BTC BACK +60%BONUS

5000 BTC GIVEAWAY

R

AMuskiTySESRPfhvxuxpcWuAeAwpNjAyzma
t Log into yo MORE INFO: MUSKXDROP.COM

@®bitcoin

XL JE E AR 7 R, PO EN TR HIK Al S 2 Mm%k 4
NERA KRR, 2RI, £E 2020 4£ 7 7, #Ekr B2 ARG BRI BELL . B
Ja AT DAAEAERVE R N 138 ) — 46 320 P 18 B Jmy—— 1 2 [ X8 00 ) v AR A
Ko %, XPHERBEM 430 2 A2 EH MBI T 12.5 5570, HoKHp 2
EREESSEANES) IR OiFES IR LI PN oA Ey &l R

9.1 EHIFFFR

2020 4 7 F 15 H, BAMMARMERTEBFT. AORNDRE AT
Twittor BkPBEIABEA, LURHHEECR TRAMBRR . 50 B TS AT P
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AngeloBTC. Mi%¢ (Binance) « M% CEO XK MY (Changpeng zhao) . CoinDesk+ Coinbase.
Gemini. Kucoin M3y (Tron) AUIE APNFR (Justin Sun) HJ Twitter WK/ #f2E
BNR. Xk P AR — N R A B R T LU A

KUCOIN

We have partnered with CryptoForHealth and are giving back
5000 BTC to the community.

See more here :

I FRR 43 & 5000 A BTC fEAMG M, A= i SR A 4R il & i% 0. 1
/> BTC #| 20 4> BTC, #B4 Cryptoforhealth iRid i fi5 It &40

TEBRAIAERHRE < f5, BREARK « W (Jeff Bezos) M (Uber) . B4
5« WML (Barack Obama) . 7% « FF% (Joe Biden) FIIZKE « Dii5w (Elon Musk)
TENRIZ AN P EBINR . XStk Fa 1o P B35 T HoRe Mnfs 3=, He bk 48
TR AR AL, ARG 2 o ) B AN, 5, TR AR i LR
BRI LEIT

Joe Biden £ @JoeBiden - 2m
| am giving back to the community.

e

All Bitcoin sent to the address below will be sent back doubled! If you
send $1,000, | will send back $2,000. Only doing this for 30 minutes.

bclaxy2kgdygjrsqtzg2n0yrf2493p83kkfjhxOwlh

Enjoy!

—

() 544 11 1K ) 922

(>
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9.2 SRR

BIRFI ZAKAE Twi tter K SEEEARICREY TG, AR TA Y LRy %
BEU R VAN, HERNRIK, ) 2 a B L, R e BA 218 . X
FIRMREEAPA EERIER: —RIEA S PR (ML) RGPl b 73 - e
VG e J e SR 2 ACEARATTROAR T, o 2490 R B8 DL AN s 0 VE B, 0 T FE P g
PRSI T T

R HVE Y32 H A W RE QAT I M AL H T 7K™, RONEMEIE B 2015
FARGE (ACH) K, FEA5% RAF K325 BT BRI HFAE — R N S8 A7 kMK ) P2
ANTTREM o AE AT CASERRITT (38 5 B ey, P 3l H 2 2R BRI R 5 U AN E 3
FARGN T TR EAF . AERILSE BT, REEIK PR AT 52 M, X
] BE B = RN TR 58 e M I 1T B L 1 36 72 ] P A8 1 R Rf A 0 B T B 52 5
FITHERF I BN

10. &

AN B2 A 2 R AR, W48 VR A B SURIE I e e rh o — bk Jnll 1 DL 1880
R AR—— “MEER” o BRI T BMEAISKE Yahoo! . Experian A1 Facebook JiF
JIt B B Bt R A PR AR AT RE A5, DA B PRI R N ARt TS B O T T
ME ML OIS Z S A e F M RES) . £, BREBMEATT— B b
M, Herh— 2 BORIEPGAT BV R IHRNCE o — R Bos Al 24 m IEAE WL AL
XA “PEENRE T R, WERZEFHRATFOIE R A LRy kR, RT DALEAR AT e
.

A, BRE R OE AR RS 7 — AR, M 52355 fRC R %
B, LAUT ] B BE AN 28 A% Sk o DR MR o R I 25 AN IF 1] A Y s g o SR T
TR L SR R K R 7S B 10 1T AN S SR Gl R PRI . X S 2%
Pyt B L HEE RGN T RS, M T A2 AR T RETE .

VR 3t — D AR O 2RI T 32 FH A RIS, IFBUMBATE, SR ok
&, AT SR LB 4 B FI N EEIEFE L E R — T 2 R0,
CipherTrace X FELE B R SCATHUIE R 73 AT R W], K 2 JOIX B 2 3 2R MR R 02 AR L v
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PERT, EXEEEBPR R aENE N, BIERE O 52 ) 52 3 3 T RE TR T S A e <

10.1 Bt RB TS

IGO0, 3K 8l 2R G o) 1 2 M PR —— X AR S AN SAS s 5 S50 [ 5
R M AFAEA . BV EIENZR Y 7 AT B8] 23X L 7

R VRSl A A R S, A TR B OS2 RGN
TR LA — o R 5 A {5 ALK ™, 4 Equifax. Experian. Transunion.
Innovis Ml NCTUE (i Equifax Fifi) o APWG % 0% i ARG 2 Y o i@ 54
H, 1-888-5-0PT-0OUT (1-888-567-8688) m}ijjln OptOutPrescreen. com &R H Fis
HAERE LR, JRiEfR H EEHERE LN, 4 Lexus Nexis

(https://optout. lexisnexis. com/) #1 Acxiom (www.aboutthedata. com) .

10. 2 RHIFFFR
N S R MR A B S SUA

@ = 5 Request for a deal - Inbox
Message @
7 &1 = e - % €
W E sa25s8=3e Iil S| = B i,
Delete Archive Reply Reply Forward @7 Junk Rules Read/Unread Calegonze Follow Share to Sale
Up Teams Too

Request for a deal

O —

To: &

Hi!

Unfortunately, T have got some bad news for you.
Several months ago, 1 have obtained access to the device you are currently using to browse the intermet.
Since that time, | have been monitoring your enlire inlernet activity.

Being a regular visitor of adult websites, | can confirm that it is yvour sole v for any
To keep il simple, the websiles you were visiling have provided me with access to your data,

1&#8217:ve uploaded a Trojan borse 1o the driver system that keeps updating ils signature several times per day, in order to make it impossible for
antivirus to detect it. Morcover, it provides me with access to your camera and microphone.
Likewise, | have backed-up all the data, including photos, social media, chats and contacts.

Just recently, T have come up with an awesome idea to create the video in one part of the screen, which shows the way you cum, while the original
video was simultaneously playing on another screen. That was really fun!

Rest assured that I can easily send this video to all your contacts with a few clicks of my mouse, and T helieve that you would like to prevent this
scenario [rom happening.

‘With that in mind. here is my proposal:

Transler the amount eguivalent o 1490 USD (o my Bitcoin wallet, and I will forget about this whole situation. I guarantee that 1 will also delete all
the data and videos permanently once the payment is received

In my opinion, this is a so-called modest payment for my hard work.

You can casily figure out how to purchase Bitcoins with help of search engines like Google or Bing, because that it& #8217 ;s not difficult at all.
My Bitcoin wallet (BTC): 1E09FKmAKNgBUARAXjOF 15Y S3phFulzSys

You have 48 hours to reply and you should also bear the following in mind:

It makes no sense to reply me &#8212; the email address has been generated automatically.

It makes no sense 1o complain either, since the mail as well as my Bilcoin wallet cannot be tracked.

Everything has been organized with precision.

I I ever detect thal you mentioned anything about this mail 1 anyone &#8211; the abovementioned video will be immediately shared, and your
entire contacts list will be the first to receive it. Afterwards, the video will be posted on the web!

PS. The countdown timer will sutomatically start once you open this mail. {This program has a built-in timer).

Good luck and take it easy? It was just bad luck, so next time please be more careful.
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XX Akl 1E09FKmAKNg8UARAx j6F15Y53phFutzSys 7E X B b %t /0 #r i,
HA 20 HARFHWIRE . WHFEPR, fEREERET, VERER IR EEBE
TS, WRIE A, I SEXEUN A IR T R b B A 5 BT A
N B A8 &) Bl s F T4 g 3% ok 08, DMEFE B Sttt S il s 48T
PRV NI KYC (58, W 2R &N R e BRER NS B2, At vl DAL 33 77

-
1H]

£ il
1]

11 AR RBRE

11. 1 PhiE R AR e

R 2l v . FH F2 7 HK 3L AE Apple 8 Google Play B FHFR T Mk F4EHAE A
RERT . BREARE KA, Apple NAIRIEHAE 196 JIARH], Google Play JifH
FIR A 287 AR BRI A FHEAESS I RGN R A 2 E2R, Bl
TH R R R, B AERTA ISR R R AR B2 MR AT REI

V2B R P L DB I I BT RR P R Ao o e SR R B BAR 7 5 AR —
AR B AR R S S A e LT 0. mEMER AP B4
W, BGEHBLREEAASRA .

HI T — NG e 0 B R AL RAR MV AR S PR PP AR, I oA S AR P DF Rl 43
(B R WL RFHE” , RESBEBIRERAFE) , AR E — 3

https://www.washingtonpost.com/technology/
2021/03/30/ trezor -scam-bitcoin-1-million/
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FREF R “ BRI 2 “Dhisi” o BENLBkE — e, SRaS R

o  —AEREKAGVEM R IER AL AR

o R Bl A BRI R A 7 4 RS 52 4 UL AR

o —HHEMREL =AM CEO

o —FKAWIMEL 12 4R THEEAF

o WHMERIXEKAFMILFR

o 1t Apple MM EH, HMHREF RE—&HEIFAN. MAE Google Play SiH]

P HHOUE T 2000 25 PRAN

B2 Pt (A Apple ST A — 20PN, TAE Google Play MHH M A
#2000 AT, BN ERFEEREZA R (BT —NEMA), REXARER
Bt 3 o SR — 2 L PRI BAFIRAF R —— B 7@ AL Apple LFFRFFIRTE IE
HIES . BEAh, TFRE XS Google Play [N FI R JE o AUAE T S T PR A 2 i tH BT RE, BT A
REA— KGR, BT RE EERVE Android WHMAE Apple Hid.

B Jn s B — AN N R RS R AR AR, BRAEe sk B —FKAEE KW
Fs A . M, RMEVRAEIGIE R FET, AT T REkE SRR P Bl A A B R 5 =
Jis Blln: HidRREERN R IEREWE Web WA M.

11. 2 Ph&E M2

H RO PIETE R — 2 TR SHLAG USB 3210, A% L& — A sl
TRss 59 —2K9bR AN EL R AR B0, H AT DO A R R — AP KHEAT 40
BEfEH. T USB B, HIEHEMA T PR H SR T 2 AR — A R 5 I
HOSES, i, Boatid ol DAZE M SEHUR AR USB 4% o (1B R A 0 1 BT
AT LR E USB B LRIEG S (I, (s R s bR . R
PRI 22 B 4 HE TR AT AL T BUR B, DASMREE 51 2L 5 P Bt . TR BRI A2,

https://github.com/extesy/

hoverzoom/discussions/670

https://opensourcesecurity.io/2019/04/21/episode-142-
hypothetical- security-what-if-you-finda-usb-flash-drive/

©2022 =T B KX - T A 29



ISR Tt M 3 — A 1 ) FE R AR i e (R R AR ARAN 2 10 & T0alt ] LL/INL & )
D) eI R R AR S R A R B G i B e/ BEAT LA

2020 £, MR AT Ledger KA T Hidfitt e . )5, Bdi# [ Ledger A% R
WO R, TR UE G, R RN AT CLS AT B R A SRR
i, f£ 2021 5, ARG BNESE ST AR A AR AR B AR
Ledger CEO )35 o IXSEREPFE B CRB G — 4> USB A0 Fr o B Il 5 B 4 A
JUFEN Sy 3 I SRR AL, (HAE MR B C e eilintt XM RO B3R, LA
REP W ED « RPN T — A2t i, addi & miif
TR B BhIC TR, BEMTAEAS I i AT LA Sh 3 5 %8 A R A SR AR A B 7 °

ORI, RN SRR G, SR BN R ARIE SR, IR R A e i B A
GEALIRRE . X T OREGAMI RRECF R, W) T SR SRR TR — 4, %
BB B SR AR T . WIS EYF, ARATRE AR A S T LA R IR A R
[ 2RI/ G ——ELbs ERZHA A AW, B TH 2%y 54
(IR R, AT AT RE A Dy i s 7 0 L 085 P BSPE L ST e PP I 17 S8 Rl
i SRR S A R AR

https://www.ledger.com/

phishing- campaigns-status
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A MRERKIRX : F P20 A KA AR (DLT) R GEHIAN A] ST A X g
BRI BMEAFAFH R AR A SR, IEWARSCAT U, ol deaenth. K&
TH R e A LT e S DeFi P EE B AMIB R A B . R — A NBH A K=
IS, TS5 5N X SR TR I 5 10 Bl AR XU o 38 AR 5 O 8 DL AV
FBRFIENZ FH . MR ER R, DLT R4 R MALEN B bR, &M A0
A8 5 ik B B R 15 1) %% Fh S AF

IX 10 F DLT BUehi 8B Y 1 3¢t il A BRI 2% 0% 1 25 2R P Jo s 0L BB 1«

o OB ELGE

o DeFi BEWE

o 51%MH;

o Byt CNTIREAHD

o HhHLEE/IB HiR R

o EREM

o SIM RAg#eH

o BB

o AN A

o WIE

V2 READBE 7 AT AR RA B SE B i g BT, XA EA IO V235 T4 EJUSRMT H AR
ARV o A0 5% T AR RIS | /Py B 42 A P A 30 R AR AR AL 2 R VR A5 B R AU R R A R
Wt BEE PO G BT GR T Hn 228, BahH MDA NF P8 BAR g Tt
TR DL RS AEVE S . 82, T REBICHRBER I, X TR
LT RTFTRA MR IR ERRE ). DA N 5 MAUSR, 04 B IR ANE S 7
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