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o Lessons learned from the Capital One breach

° The attack on ONUS - A real-life case of the Log4Shell vulnerability

& T4k TTP B MITRE ATT&CK

TGS PR ER” , MEEN MITRE ID: M1026.

FAEFL ALY STRIDE B AR &

2
=R R
L BT

CSA CBK Z4&18W 4.0 i
WU 6: EFERT RN 55
Wi 7. HERLSE A

U 12: By BBUYT IR P

CSA CCM CONTROLS 4.0.X k%

CCC - A HiEH|MiEEH

CCC- 06: A5 5 PR 2k

Sinfhi 8
HC AL
{5 Bt 7%
A1 40 il 5%
PR T

15


https://resources.infosecinstitute.com/topic/lessons-learned-the-capital-one-breach/
https://cystack.net/research/the-attack-on-onus-a-real-life-case-of-the-log4shell-vulnerability
https://attack.mitre.org/mitigations/M1026/

CCC- 07: K4 i 2= ar Il

IAM - S i

IAM- 01: 5 {3 F1J5 ) 5 2 OSR A AR 7
IAM- 05: fo/MIIR

IAM- 06: H P UiHECE

CSA Top BB 5T

BT RS DU AR

ZAa 1 B, R DT RBRAE ST L RRBUK A 2
LA 2. AL A DA AP

A 3. e B IRANAR S AN

16



AEREH. FIEMNAHEH

5

A A VR T s AR IRSS BA A7 i o m] BE AR AE B W SRR R
SRR RUE . XEARUE AT RER AR BB, FFAEREA RO E . H W S ) &
AR 1AM 15 5] keys B APl keys R NFCE SCMF . BEIARERSEBRAARS H1, 0K SSH keys
IRABIGARE AR b . X B8R B R UEARAR 9 % .

ik

RS, AFRKRS 2 EFRELLD, iSRS XM &3 —
ZHALRR, PRI 5 22 By B E ISR AL SR R 22 4t . LA ] AP BT 7] 25§ 0
TH PR 55 B AR G 38 EAT B A B E 45 T AR S AR

IR, —AF I EC2 SEHIDY T A7k e s Bt , 7 205 S3 A7 fifi i »
o Cl IR 55 5 2 API B BHIGIE A BT A RS A7 ik 122 ) B i

R W RORAE ] SSH B B — AL EAUNL, ATTONE B SSH 5 B K Pkl -
M U7 B B R, UG 2 AT S - R A& . R, i 7RI

— B MRS E, LAV R E I ARIR) SSH & BN T A RS54 . X RAE ST 35).
e EZ PSSR E Uy e

2 HIURREEL IR E P Edr F I B CZER. 70 IR RIRARSD &,
W, I FECREA BRI PAT IR A2 B I RE 77 UL EA BT R 3271

TEAEAE ] APL 2540, B9, B9, SSH ZFEHERAIE 45 () HE 7 B A3 S ik B ke T S2BR i) V7 ) 4%
Fro PUR & — 2Rl
o mIRALRE AR S E S M) [F— PR R ARG 1) AR SR T U OB B R T v
LI B BT T PR B By o« OB B B A U7 R S R T B, R B L
AR o 7 22 (7R 4L 3E AWS STS. GCP OICD Y, Azure SAS.
o NAHREFAM B BB ANRIR S A, AT DO AAE T HE 5E 1) 2 A7 1k

. JRBIEFE AWS Secrets Manager. Azure Key Vault Y, GCP Secret Manager .
17



o X SSH HHH. A — kI sSH AR Z a2 0L (“jumpbox” ) HIEET 1AM 1)
By I F iR U 77 % (B AWS Session Manager. Azure Bastion B¢ Google Identity-
Aware Proxy) AJ FH T8 KPR BE MG i 22 e o — L8 AR Vit 7 SR8 3CHF MFA AT SSH
S EAENLE] . BbA, @A EIFREEAN 232, AR SSH %4 .

o AR MAE BRI AR (T 1 2E A I 2 R

o CREEPIEELETE E B R S5 R (]l AWS Secrets Manager . Azure KeyVault B GCP

Secret Manager) -

o EREMVEHEITIEM T R A I KHURE GI AR RORE A A B AL A M
REGZA LT RIFAE A ST IRAF it 7R 3L 2 4SS

o AR YT H A DU S U7 1) 2 AR FEIEAR SR IR AT BE T 51 o

TG FAL B R RSO, BATEBCE WA = TAF U EC B BEA A R ARG AR AN
FRBSAE Gk 1, R FFS A key/secrets.

WA EE R B

2 DL IR R

¢ CircleCl says hackers stole encryption keys and customers’  secrets

¢ Howebrew Security Incident Disclosure

¢ Samsung spilled SmartThings app source code and secret keys

e website Animal Jam breached after miscreants spot private AWS key

¢ GotRoot! AWS root Account Takeover
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¢ HackerPuts Hosting Service Code Spaces Out of Business

¢ Admin Accounts With No Passwords at the Heart of Recent MongoDB Ransom Attacks

¢ Equifax used the word ‘admin’ _for the login and password of a database
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https://attack.mitre.org/techniques/T1078/004/
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¢ How a Misconfigured Storage Bucket Exposed Medical Data

o Pfizer suffers huge data breach on unsecured cloud storage

¢ Millions of Verizon Customer Records Exposed through Open Amazon S3 Bucket
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https://www.upguard.com/breaches/data-leak-hipaa-medico-s3
https://pf-media.co.uk/news/pfizer-suffers-huge-data-breach-on-unsecured-cloud-storage/
https://www.datacenterknowledge.com/shared/millions-verizon-customer-records-exposed-through-open-amazon-s3-bucket
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¢ Customer Guidance on Recent Nation-State Cyber Attacks

¢ CircleCl warns customers to rotate  ‘any and all secrets’ after hack

e criminal actor targeting organizations for data exfiltration and destruction

o LiveAuctioneers Security Breach

EHTFAAN TTP B MITRE ATT&CK

¢ Valid Accounts

¢ Valid Accounts: Cloud Accounts

¢ Steal Application Access Token

¢ Account Manipulation

o Exploitation for Privilege Escalation

o Trusted Relationship
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https://msrc-blog.microsoft.com/2020/12/13/customer-guidance-on-recent-nation-state-cyber-attacks/
https://techcrunch.com/2023/01/05/circleci-breach/
https://www.microsoft.com/en-us/security/blog/2022/03/22/dev-0537-criminal-actor-targeting-organizations-for-data-exfiltration-and-destruction/
https://help.liveauctioneers.com/article/496-july-11-2020-liveauctioneers-account-security
https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/techniques/T1078/004/
https://attack.mitre.org/techniques/T1528/
https://attack.mitre.org/techniques/T1098/
https://attack.mitre.org/techniques/T1068
https://attack.mitre.org/techniques/T1199/
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¢ Bonobos clothing store suffers a data breach

¢ Finding Secrets In Publicly Exposed Ebs Volumes

¢ Loot Public EBS Snapshots

& T4k TTP B MITRE ATT&CK

WS “HBIERM” , MITREID:  M1053.
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https://www.bleepingcomputer.com/news/security/bonobos-clothing-store-suffers-a-data-breach-hacker-leaks-70gb-database/
https://www.youtube.com/watch?v=yO-tQ-byxno&ab_channel=HackersOnBoard
https://hackingthe.cloud/aws/enumeration/loot_public_ebs_snapshots/
https://attack.mitre.org/mitigations/M1053/
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o CodeCov Kills Off Bash Uploader Blamed for Supply Chain Hack

o Docker Hub repositories hide over 1,650 malicious containers

o An AWS Virtual Machine Is Infected With Mining Malware. There Could Be Others

¢ Analysis on Docker Hub malicious images: Attacks through public container images - Sysdig

& TF4ML TTP i) MITRE ATT&CK

B “TEEN EMWESEB” , Mitre ID:T1612.
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https://www.securityweek.com/codecov-kills-bash-uploader-blamed-supply-chain-hack
https://www.bleepingcomputer.com/news/security/docker-hub-repositories-hide-over-1-650-malicious-containers/
https://www.coindesk.com/tech/2020/08/21/an-aws-virtual-machine-is-infected-with-mining-malware-there-could-be-others/
https://sysdig.com/blog/analysis-of-supply-chain-attacks-through-public-docker-images/
https://attack.mitre.org/techniques/T1612/
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NIST SP 800-161 - Supply Chain Risk Management Practices for Federal Information Systemsand
Organizations

https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final

NSIT SP 800-218 - Secure Software Development Framework (SSDF) Version 1.1
Recommendations for Mitigating the Risk of Software Vulnerabilities
https://csrc.nist.gov/publications/detail/sp/800-218/final

Strengthening the Connection: VERIS and MITRE ATT&CK®

https://medium.com/mitre-engenuity/strengthening-the-connection-veris-and-mitre-att-
ck-c3aac3fa9cd

CSA Cloud Controls Matrix
https://cloudsecurityalliance.org/research/cloud-controls-matrix

[
Microsoft STRIDE threat modeling

https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool-threats

Ramimac - AWS-customer-security-incidents at Github
https://github.com/ramimac/aws-customer-security-incident
s

AWS Security Incident Response Guide
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/
aws-security-incident-response-guide.html

Microsoft cloud security benchmark documentation
https://learn.microsoft.com/en-us/security/benchmark/azure

L

AWS Well-Architected Framework - Security Pillar
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html

Microsoft Azure Well-Architected Framework - Security documentation
https://learn.microsoft.com/en-us/azure/architecture/framework/security

Google Cloud Architecture Framework: Security, privacy, and compliance
https://cloud.google.com/architecture/framework/security

CSA Security Guidance for Critical Areas of Focus in Cloud Computing
https://cloudsecurityalliance.org/artifacts/security-guidance-v4/

CSA Top Threats to Cloud Computing Pandemic Eleven
https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-pandemic-
eleven
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https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-218/final
https://medium.com/mitre-engenuity/strengthening-the-connection-veris-and-mitre-att-ck-c3aac3fa9cd
https://medium.com/mitre-engenuity/strengthening-the-connection-veris-and-mitre-att-ck-c3aac3fa9cd
https://cloudsecurityalliance.org/research/cloud-controls-matrix/
https://cloudsecurityalliance.org/research/cloud-controls-matrix/
https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool-threats
https://github.com/ramimac/aws-customer-security-incidents
https://github.com/ramimac/aws-customer-security-incidents
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://learn.microsoft.com/en-us/security/benchmark/azure/
https://learn.microsoft.com/en-us/security/benchmark/azure/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://learn.microsoft.com/en-us/azure/architecture/framework/security
https://cloud.google.com/architecture/framework/security
https://cloudsecurityalliance.org/artifacts/security-guidance-v4/
https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-pandemic-eleven/
https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-pandemic-eleven/
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