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Severity Score
Key:

@ Vulnerability disclosed (29th December)
@ ey

Vulnerability exposure window (10th Jan - 10th Feb)

& Vulnerability identified (14th Jan)

Vulnerability emediated (10th Feb)

Product releases (every 2 weeks)

Findings:
Time take to identify vulnerbility = 7 days
Time taken to remediate vulnerability = 26 days

Major releases made in vulnembility window = 2
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Control
Volume

]

Spoofing Tampering Repudiation Infermation Denial of Elevation of
Disclosure Service Privilege

kS

~

Threat/
Volume

o

IS

)

Muilti-Factor Role based Security Block public Web Security
Authentication access control training/ accessto  application  monitoring,
(RBAC) awareness  cloud storage firewall tagging, and

bucket altering

Key:

Il 7reat theme volume (against controls to implement)

Findings:

Defence in depth= 6.3 (each threat theme is addressed by on average
6.3 security controls)

Infarmation discsure is the most prevalent threat to this [T system
and should be reflected in risk statements

STRIDE

Key:

- Control volume (addressing threats)

Findings:
Each control addresses on average 5.6 threats identified
RBAC and security monitoring provide the higher return on investment
Security controls are a sample set

Security controls represent tools, processes and people

Security
Control
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Threat/
Control Key:
Volume

——  Threat volume {unaddressed threat)
25

——  Controlvolume (implemented to address threats)

-—~- Controlimp g il (p iwve measure)

Product releasas (every 2 weeks)

Findings:

@ Control threshold (60% of controls identified are implemented)

Threats time (15 in 5 sprints)

=10 controls implemented as guardmils (last S sprints)

Threat remediation plateau (10 unaddressed threats)

Msjor releases made in vulnerability window = 2

st Jan 2024 15thJan 2024  2%th Jan2024 12th Feb 2024 2éth Feb 2024 Time
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11. E¥i8%IR} e (Mean time to contain MTTC)
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12. F¥H Pk ERFFE (Mean time to restore normality MTTRN)

MTTRN RonF 2 B I RE A R 1L B s 1T I a] . 5512 (1) MTTRN & 3
Bl o5 b, L2 AR RE T El b A RCCARRE T . AL, Bk
K] MTTRN VR, LYK A B i 55 I B T 22

R 7 F, IR IEE P i e H 3 (1 A 1 HD RS, Bk
WEARHY (1 25 HD) 40K, KW E IEH P rIm ey 25 K. H£F2H
fhrr, VR IEH R A P A MTTRN 52 iAW AE 1T 2 {E

Incident
Priority Key:
Score

— Incident occurance (31st December)
SN/ a ®

Incident exposure window (3 1st Dec - 25th lan)

& Incident identified [1st lan)

Incident contained [6th Jan)
Incident remediated [25th Jan)

3 Product releases (every 2 weeks)

Findings:
Time take to identify inddent = 2 days
Time taken to remediate incident = 25 days
Time taken to contain inddent = & days

Major releases made in vulne rability window = 2

1st Jan 2024 15thlan 2024  29thlan 2024 12th Feb 2024 2&th Feb 2024 Time
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MTTR: — ELR 8% R0 HioK, Alpha BN IR TRAEAE S A BIf#E R, Rt MTTR
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Days
Elapsed

25

20

———

Jan 2024

Feb 2024

March 2024

April 2024

May 2024

\

Key:
——  Mean time to identify (MTTI)

Mean time to remediate (MTTR)

Findings:

MTTI: The time taken to identify vulnerabilities reduced
significantly - from 13 to 6 days. This indicates a change in
vulnerability scanning tools, techniques, and frequency.

MTTR: The time taken to remediate vulnerabilities has
educed from 25 days to 17 days. This could possibly indicate
higher prioritisation of remediation.

Time
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——  Beta-MTTI

——  Charlie - MTTI

Charlie - MTTR

e

Date

May 2024

April 2024

March 2024

|
Feb 2024

1
I
|
|
I
[
|
|
i
|
I
i
|
I
i
Jan 2024

Dayg F'y

Elapsed

10 —

Figure 9: Comparison between teams for exploitable vulnerabilities
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Score /

Key:
——  Mean time to identify (MTTI)
——  Mean time to remediate (MTTR)
Findings:

Control re-use: The number of controls re-used to
address threats has increased from an average of 1
control add ing 2threatsto a age of 1 control
addressing 4 threats over & months.

Defence in depth: The number of controls that address

a respective threat theme has increase from an average
of 2 control per 1 threat theme to é controls per 1 threat
theme aver the last & months.

Control re-use and defence in depth averages have both
increased indicating an effective threat model, a more
secure product, and potential costefficiencies by
reusing tools/ processes.

Jan 2024 Feb 2024

March 2024

April 2024

Time

v

Figure 10: Conceptual observability for security architecture

——— Alpha- Defencein depth average

= = = Alpha- Control resuse average

——  Beta- Defencein depth average

- =~ Beta- Control re-use average

= Charlie - Defence in depth average

=== Charie+ Contral re-use average

Jan 2024 Feh 2024

March 2024

April 2024

v

Time

Figure 11: Comparison between teams for security architecture
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Threat/
Control Key:
Volume

Alpha -Threat velume
25

- Alpha - Control voluma
—— Beta- Threat volume
20
- Beta- Control volume

—— Charlie - Threat volume

- = - Charlie- Centrolvelume

st Jan 2024 15th Jan 2024  29th Jan 2024 12th Feb2024 26th Feb 2024 Time

%5 1 A B B 48 iz T X0 0

Alpha [ BA R = 15 3 S B v ), 5 SO S AT Bl 1 I
Beta HIBAMIEEATH IS i 1 FIALERYE, 17 Charlie BB\ SCHH# H e 58T i 1)
R T H 0 S ] LR

PR RIS E] (MTTD) : Alpha HIBAGR = A 24 i TR AISEE, S5
SR RIS (MTTD) K, ¥ 19 K, I HBEAE I R4 3 hn .
BT OARIEEET, Beta HIBKX —B [M4i5E 3] 15 K, H &R A 1HER SR
HESGHE R R . SR, TR A AR AE, LT SO A AT O
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